
 
 
S H ADO W AI   •   A  5 - MI N U TE  R E AL I TY  CH E C K  F O R  BUS I N E SS  O WNE R S  

10 Questions to Ask Before AI Becomes a Liability 

AI isn’t the risk. Invisible AI is. 

Score each question 0–3, then add up your total. Higher score = more exposure. 

Rate your exposure on each → 
0 

Yes 
1 

Mostly 
2 

Maybe 
3 
No 

1.  Could an employee upload customer data to ChatGPT today 

without asking anyone? 
    

2.  If a client asked “How is AI used inside your business?”, 

could you answer with specifics? 
    

3.  Do you know which AI tools your team actually uses — not 

just the approved ones? 
    

4.  If a key person left tomorrow, would you know which AI tools 

their work depended on? 
    

5.  Are you comfortable with staff using free AI tools for work?     

6.  Could contracts, source code, payroll or client data already 

have been pasted into an AI tool? 
    

7.  If AI produced a wrong answer that reached a customer, who 

would be accountable? 
    

8.  Would your cyber insurer, auditor or the OAIC be comfortable 

with how AI is used here? 
    

9.  Are your people hiding AI use — or simply working faster than 

your policies allow? 
    

10.  If you banned AI tomorrow, would your business slow 

down? 
    

YOUR TOTAL  ________  / 30 

What your total means 

0–7 You’re ahead of most Australian SMBs. 

8–15 AI adoption is outpacing your governance. 

16–22 Shadow AI is already embedded in your workflows. 

23–30 The issue isn’t whether AI is being used. It’s that no one owns it. 

 

T H E  B O T T O M  L I N E  

The biggest AI risk for most businesses isn’t employees using AI. It’s leadership assuming 
they aren’t. 

Where to start:  ask your team what they’re already using, write a one-page AI use policy, and give them one 

approved tool that’s safe to paste into. 

 

Companion to the guide “Shadow AI: The New Shadow IT.”  General information only — not legal advice. 


